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1 INTRODUCTION

1.1 PURPOSE

This document describe the flow user guide for users request certificate (enrolment) and

using MyTrustID Portal

2 INTERFACES

This section describes the following web API functions:

Request Page (enrolment)
Activation

Login MyTrust ID

View Certificate Info

Reset / Change / Unblock PIN

AR A A




2.1 REQUEST /ENROLLMENT
The URL:

https://www.msctrustgate.com/mytrustid/enrollment?q=ecourt

2.1.1 Enrolment Page

Key-in identity card number and EFS ID was registered with ecourt system.
Please continue the process by click Next button.

e Certificate Enrollment Request

Enroliment for new client digital |D for Mahkamah Persekutuan Malaysia

o— 2 3 4

nstructions

on

Enroliment Instructions

Plezse nead and understand Bhe Enrnoliment instraction below

Application Info  Fill up your informations required for RA verification.

to & cation.
Select package Chooss new or rensw your certificste with the desired validity.

package.
payment made through Manual Payment {Cash, Bank Transder or Chegus)

by logging to MyTrust|D Fortal.

E-court Certificate Enrollment Application

MAHKAMAH PERSEKUTUAN MALAYSIA TRUSVYGATE
{ECOU RT) MCURE TRANIACTIGN. TRad T80 Budmi

@

Upload Documents  Attsch scanned copy of your MykadiPassport and Company Sutharization Letter (in JPEG or PDF format, with size below ZMB)

* Please take note that renewal is only from Trustgate token only. For renewal from other providers, please select new
Make Payment Payment can be made using any of the following: Credit Card / Debit Card (VISAMASTERCARD) or uplead payment receipt if

Complete Once complete, kindhy wait for the verification and issuance of your certificates by our RA. You may check your request status

Figure 1 : Main Page



https://www.msctrustgate.com/mytrustid/enrollment?q=ecourt

2.1.2 Application Info

Please fill in and attach all data required. Click Next button for proceed.

MAHKAMAH PERSEKUTUAN MALAYSIA TRUSVYGATE
(ECOU RT) AESURE TRANSACTISH. TANTED BUNINESS

=y, Certificate Enrollment Reguest

Enroliment for new client digital ID for Mahkamah Persekutuan Malaysia
° "' 2 I.l 3 2 5 8
MENUCIONS Aglication nfo Package & Pricihg Disciaimer 2Emant

Personal Information Company Information

Personnel Information

Supporting Documents

Company Authorization Lettes

| Back | Mext @

Figure 2 : Application Info




2.1.3 Package details

Page will display package and details of certificate.

Click button Next for continue.

MAHKAMAH PERSEKUTUAN MALAYSIA

(ECOURT)

Mew: Certificate Enrollment Request

TRUSYGATE

gital |0 for Mahkamah Persekutuan Malaysia

"' 3 rl “ l'. 5 G
MEAUCTONS Agplication inf Pakage & Frizing Disciimer P
Package Pricing & Description
Renew - Roaming Certificate - 1 Year - RM13D Reoaming Certificate
I
e

Mext &

Figure 3: Package detail




2.1.4 Disclaimer

For each new request certificate, user should agree to subscribe agreement. Once agree click
button save and proceed.

MAHKAMAH PERSEKUTUAN MALAYSIA TRUSVYGATE
(ECOURT)

Mev Certificate Enrollment Request

Enroliment for new client digital ID for Mahkamah Persekutuan Malaysia

o © © O, : :

Instructions Application Info Padkage & Pricing Disclaimer

Payment Complete

Digital ID Subcriber Agreement
SUBSCRIBER AGREEMENT

¥OU MUST READ THIS SUBSCRIBER AGREEMENT ("SUBSCRIBER AGREEMENT™) BEFORE APPLYING FOR, ACCEPTING, OR USING A VERISIGN CERTIFICATE OR

DIGMAL ID ("CERTIFICATE™ OR "DIGITAL ID7). IF % 0U DO NOT AGREE TO THE TERMS OF THIS SUBSCRIBER AGREEMENT, DO NOT APPLY FOR, ACCEPT, OR USE THE
CERTIFICATE.

1. Certificate Application and Description of Certificates. This section details the terms and conditions regarding your application ("Certificate Application™) for a
Certificate and, if VeriSign accepts your Certificate Application, the terms and conditions regarding the your use of the Cerificate to be issued by VeriSign to you as
Subscriber” of that Cerificate. A Cerificate iz a digitally signed message that containg a Subscriber's public key and associates it with information authenticated by
VeriSign or a VeriSign-authorized entity. The Certificates provided under this Agreement are issued within the VeriSign Trust Network (™WTN™). The VTN iz a global

firm that all the i

true and sccurate and h

thheld any i

rmaticn that would sffect the scceptance of my
By signing this a

by the terms and co

ulated in Client ID Digitsl Certificate Subsoriber Agreement, and any
amendments made thereto from time to time.

Figure 4: Disclaimer




2.1.5 Payment

Select payment method to use. If manual transfer, select upload proof of payment then upload
the receipt. For credit card please select credit card type then follow the next instruction. After

payment done click on Submit button.

MAHKAMAH PERSEKUTUAN MALAYSIA TRUSVUGATE
(ECOURT)

Mew Certificate Enroliment Request

tal ID for Mahkamah Persekutuan Malaysia

@ © © © ©,

Instructicns Application Info Padiage & Pricing Disclaimer Payment
Payment Method Payment Details
Total A
Manual ATM transfer / Online Banking
137.80

Please send your payment to the following bank and asccount.
Bank Name : CIMB BANK BERHAD tat
Beneficiary Mame : MSC TRUSTGATE.COM SDN BHD

Pending payment

Account Mumber : 8003227088

Select Payment

Figure 5: Payment




2.1.6 Complete

Congratulation, your request already submit. Please wait RA to approve. You will receive
email activation once RA approve your transaction.

MAHKAMAH PERSEKUTUAN MALAYSIA TRUSUYGATE
(ECOURT)

Nevs Certificate Enrollment Request

Enroliment for new client digital ID for Mahkamah Persekutuan Malaysia
Instructicns Application Info Padkage & Pricing Disclaimer Payment Complete

v

Congratulations!

Your request is complete

An email has been sent to you with the acce to login to MyTrustlD portal to chedk your request and do certificate management

Login to MyTrustlD Portal

Figure 6: Complete




2.2 ACTIVATION

User will receive activation email and click on activation URL.

Mon 20/1/2020 10:46 AM
eccur‘.—susscr‘.:'i'mscrus:ga'.e.ccm
Your Digital 1D is ready to activate

ﬁWe removed extra line breaks from this message.

pear MoHD I

Our Administrator has approved your roaming Digital ID request and ready to activate.

Please click on the link below to set the certificate PIN:

URL: https://www.msctrustgate.com/mytrustid/client/activation?
token=YzRkNWVIMTQ20TM4AZGYOYWEMOWYSOTEYMGImM2Y5NmUxZDYSNDAAZ DAY mMNhMzAYMmMzYzZFINGRjY]
CONJcIYWIjYj Ik MTIKMT220GQyNTRIMjMSOGESMTYSOWFIMTESMTFEiNjYoNzZE2YzIhZjg2ZTRhNmJkMjY4NzczMGE2N 2
FHREdwQ3BJcOSTM|Nre GxEbkEwTVIiUFczdVhUbBESGQTd6Y 2RZRWENREZLMmA4cCtmbEXKTHpRMIpHcoV ovSG 1g

Please remember your set PIN as you will be prompt to enter this PIN during digital signature process.

If you have activate but forgotten your PIN, you can reset your PIN in the mytrustid portal link below.
URL: https://www.msctrustgate.com/mytrustid/client/login

Once logged in, kindly go to Certificates Management -> All Certificates -> Reset PIN

If you have any questions or problems, please contact our Administrator by replying to this email message.

Figure 7: Activation Email
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2.2.1 SetPIN
Key-in PIN for your certificate. Click Submit for proceed.

TRUSVYGATE

SECURE TRANSACTION. TRUSTED BUSINESS

MyTrust ID

Roaming Digital Certificate Activation

Please ensure your details are comect before setting your PIN. Your FIN
should at least contsin 8 characters. You should always remember this

PIM as you will be required to enter during any digital signature process.

Mahkamah Persekutuan Malaysia

& voxo I

Figure 7: Set PIN

TRUSYGATE

SECURE TRAHSACTION. TRUSTED BUSINESS

MyTrust ID

Roaming Digital Certificate Activation

Please ensure your details are comect before setting your PIN. Your PIN
should at least contain 8 characters. You should always remember this PIN

as you will be required to enter during any digitsl signature process.

Mahkamah Persekutuan Malaysia

& woro I

[

=2

Your certificate has been successfully activated. ou may now proceed
with digital =igning activity.

Figure 8: Activation success




2.3 LOGIN MYTRUST ID / USER PORTAL
User Portal URL.:
https://www.msctrustgate.com/mytrustid/client/login

2.3.1 Login

Please key-in IC number and access code to login

TRUSVYGATE

SECURE TRANSACTION. TRUSTED BUSIMNESE

MyTrust ID

Sign inusing temporary access code

Flease enter your Mykad / Passport Mo and acoess code to log in

=

L'ont nave an account _.-;_'.7 Create an account

Customer Support & Contact

& 2020 M5C Trustgate. All rights reserved

Figure 9: Login My Trust ID
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https://www.msctrustgate.com/mytrustid/client/login

2.4 VIEW CERTIFICATE INFO

2.4.1 Certificate Info

Login MyTrust ID then click on Certificate Management > All Certificate > check Certificate.

Detail certificate

nt Information

Management <

All Certificate

Start Date v EndDate

2020-01-10 08:00:00 2021-01-10 07:59:59

© 2020 MSC TRUSTGATE. All rights reserved

Home
Account Information

Dy  Certificates Management €

VIEW CERTIFICATE

©2020 MSC TRUSTGATE. All rights reserved

2020-01-10 08:00:00 - 2021-01-10 07:59:59

Figure 10: certificate Info

13




2.5 RESET PIN

2.5.1 Reset PIN

Login MyTrust ID then click on Certificate Management > All Certificate > Reset PIN.

Key-in New PIN and Confirm PIN then click Submit button.

TRUSYGATE

ALL CERTIFICATES

ur digital certificates

All Certificate

2020-01-10 08:00:00 2021-01-10 07:59:59 Ecourt 6169944c57

Start Date v EndDate Project Serial Status

TRUSYGATE
RESET PIN
Reset Information

1©:2020 MSC TRUSTGATE. All rights resenied

Figure 11: Reset PIN
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